Swivel Remote Access
User Guide

Remote access to the LCC systems will normally require additional authentication,
in the form of a Swivel Code. This can be done via a hardware token, which
displays a new number every 60 seconds. Alternatively this can be done via an
App that you can install on your smartphone or tablet.
The App can be downloaded to your personal phone or tablet from whichever App
Store you use, using the search “AuthControl Mobile” or “Swivel Mobile”.

Access in the first instance needs to be requested on your behalf by your line
manager, with a cost code to pay for the license. Once granted, an email will be
sent to your LCC mailbox with a provision code.

All the instructions are in the email, from
the place to download the App if you
haven’t already, to the QR code.

Open the Swivel Mobile App on your device. Tap “Scan QR Code”. Point the
device’s camera at the QR code. Your device will provision the App. Once
complete it will display a One Time Code. The App downloads 99 codes, so it will
work even if your phone is in a bad signal area. The codes last for 60 seconds, if
you don’t use the code in that time, press “Next Code” to generate a new number.
When the codes run down, the App will automatically download another 99 codes.

If scanning the QR code with your camera does not work, forward the provisioning
email to a personal email that can be accessed from the phone. At the bottom of
the email is a green “Activate” button. Tap it and this will also provision the App.

If you reinstall the App, or install the App on another device, it will need to be reprovisioned. You can only have the App active on one device at a time. The App is
also keyed individually to you, so it will not work for anyone else’s login. If you need
a new provision code issued, you will need to contact ICT Service Desk.

If you have a hardware token, it will have a blank screen. To show the token
numbers press the on/off icon and the numbers will display. There are 6
horizontal lines that count down a bar every 10 seconds, then the number will
change. Numbers need to be used within this time period to be valid.

